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KavaAiwa emiBeonc

* OLemBeoelc SladpEpPoUV WC ITPOC TOV TPOTIO UE
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Evac vEOC KOOMOC YEVVLETOL

1940s- 1960s- 1980s- 2000s-
1950s 1970s 1990s 2010s
Introduction of The first Identification Nearly flawless translation Launch of DALL-E
Al functioning GenAl Patterns of the Natural Language + GPT-4 by Open Al
(Eliza Chatbot) (TF-IDF, Deep + The first version of + Google Gemini
Learning, CNN, variational autoencoder + Falcon Al
LSTM, RNN) + Creation of GENAIs

+ GPT by OpenAl



Napakoapudn vinpecLwy
o OevTIKOTOINGNG XPNOTWV

H Ttexvoloyioo deepfake aflomoileitar amo
QTTOTEWVEC YLOL VO TIPOOTIOLOUVTOL OTL £lval aAAolL
XPNOTEC KOTA TN OLAPKELA EAEYXWV TAUTOTIOLNONC
nov Baoctlovtol o€ eLKOVEC N Blvteo.

Autn n HEBOoOOC KkoBLotd gUKOAOTEPN TOOCO TN
Snuloupyia PeUTIKWY AoyopLacpwy 00O Kal TNV
OLPAVON TtpOofaon O UTIAPYOVTEC.



Napoafiaocn emayyeARATIKOU
NAEKTPOVIKOU Ttaxudpoueiou

H texvntl vonuoouvn €VIOYXUEL TI( TEXVLKEG
KOWWVLKAC  MNXOVIKAG, ETULTPENMOVIAC  OTOUC
AMATEWVEC va  TelBouv  umaAAnAoug  va
netapepouvv  xpnuata o€ SIKOUC  Toug
Aoyaplocuouc.

ErtumAéov, ypnowuomolouvtal deepfake nxou kat
Bivteo ywa TNV TEWOTIKA HlMNON ovwTaTwv
oteAexwv Katad T OldpKEW  TNAEPWVIKWV
OUVOMALWV ) ELKOVLIKWV CUVOVTNOEWV.



ATtATEC TAOQLGTOTIPOCWTILOLG

H xpnnon peyaAwv yAwoowkwyv povteAwv (LLMs) dlvel veeg
SuVOTOTNTEC OTOUC OUTTATEWVEC. EKnaL(Seuovraq Ta
novtehAa o  OedopEval  TOU  TPOEPYOVIAL  OTO
nopaflacpevouc N dnuoota dtaBeoipouc AoyapLacpoug
KOWWWVLIKWV SKTUWYV, ol 6pacteg pumopolv va ppndouv
ue akpifeta ta Bupoata Touc.

‘ETOL, TPOYLOTOTIOLOUV OITATEC OTIWCE ELKOVLIKEC OTTAYWVEC,
kKatadepvovtac va e€amatrioouv GLAOUC 1 CUYYEVELC Kal
vVa aIooTIA00UV Xpnpata N nAnpodoplec.



2TIOCLHO KWOLKWYV poofBaonc

H texvnt vonuoouvn ovopeVETal vo aélomolnBetl
yla tTnv toxutatn amokaAuvyn Oiamiotevtnpiwv
XPNOTWV, EMLTOXUVOVTOC onUAVTIKA th Sladkaoia
nopafiaonc.

AuTtO OleUKOAUVEL TNV Mopavoun mpocBocn o€
etalpika  Siktva, evailocBnta  OedopeEva  Kal
Aoyaplacpouc TTEAQTWV.

H texvnt) vonuoouvn EVIOXUEL TIC TEXVLIKEC
KOWWVLKAG MNXOVLKAC.



Napadelypota

1. 2020 — Arntatn pe Yevtikn wvni CEO oto Hvwpevo Baoilelo

Mua etalpeia evépyelac oto Hvwpevo Baoilewo eéamatnBnke Kol
uetedpepe 220.000 svpw oe Aoyaplacpo anatewvwy. Ou emtndeLlot
XpNolpomoilnoav Texvntn vonuoouvn ylo va itpun@ouv tn ¢wvn tou
SdteuBuvovtoc cupBoUAoU TNC KNTPLKAC eTatpeiac. H dwvn ntav toco
MELOTLKA TTOU 0 UTtAAANAOC TtioteP e OTL N evioAn ATav aAnBdvn.

2. 2023 - Juvevtevéelc epyaciac pe deepfake otic HMNA

AvadepOnkav meplotatikad ot Hvwpuevecg MoAttelec omou vroyndgrot
yla gpyooio o TEXVOAOYIKEC €ToLpelec ypnolpomoinooav deepfake
Blvteo kata tn Olapkelad TnAEocuvevieLéewv, mpoomabwvtac va
MOPOLOTIIOOUV AAAOUC. 2€ OPLOUEVEC TIEPUTTWOELG, TA XELAN toug dev
ouyxpovidovtav pe tn pwvn, N N dwvn dev taiplale pe TNV €KOVA TNG
TOLUTOTNTOC.
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Avixveuon avwuaAlwv oto cUoTNHO

To Al paBaivel Tt eivatl "puotodoyikn" dpaotnplotnta oe

eva OlKktuo Kal pmopel va evromiocsel aouvnBlotn
ouuneplpopa, OMWC:

* ZadVIKEC HeTOPOPEC LEYAAOU OYKOU SEOOUEVWV
* Mapatevn dpaotnpLOTNTA XPNOTWV EKTOC WPOPLOU
e Amnomnelpec npoofaong amno acuvnBOilotec tonobeoiec

Texvoloyiec: Machine learning (ML), unsupervised
learning, LLMs, Deep Learning



AvaAuon KakOBouAou AOYLOMLKOU

To Bl pmopel var avayvwploel KalvoupLoug Loug
Kol KAKOBOUAO AoyLoMLKO pe Baon:

* Tn ouumnepldopa TOUC

* TNV KOTAVOMI TWV EVTOAWYV TOUC

* Tnv aAAnAenibpacn Toug Ye To ocLoTNUO



AUTOMOTN AVTATTIOKPLON OE EMOECELC

Fll-powered cuotiuaTa UTOPOUV VOL:

* ATTOLOVWOOUV €va UTornto endpoint amo to
Slktuo

* Teppoatioouv UTtoTTEC OLEPYAOLEC

* ZEKLVOUV QUTOMATN EPEUVO KOl ELOOTIOLOUV TO
SOC (Security Operations Center) edooov
UTTAPXEL



Avixveuvon phishing & sBcial engineering

To Bl pmopet va. avaAUoeL pnvupato email ko
LOTOOEALOEC yLa va EVTOTILOEL:

 Weltika domains
* [Napamolnpevec OLevBUVoELCg
e KELUEVO UE XAPOKTNPLOTIKO OTTATNC



MeBodoL aAVTLHETWTILONCG

AVOAUOUE OANEC TLC TITUXEC

ErtitiBepevol
KovaAla emiBeonc

"UTTIOL QLTTOPPINTOU

"EXVOAOVYLEC

Network Security Techniques
, | Intrusion | Intrusion /Virtual Private /
Firewalls

Detection |/ | Prevention /| Networks

Application Sequrity TechniquesJ

" | Application

Authentication | | / /
o Cryptography [ Firswalls ‘I‘,-"Access Control/

'and Authorization | |
I [ /

2 !

Data Security Techniques

Encryption | Data backup | Blockchain ,;"; Data loss
’ -/ and recovery | | /| prevention

Identity and Access Management Techniques

Smart Card | One-Tme | /Single Sign-On/ | Biometric |
| Authentication /| /| Password | | /| Authentication)

Risk Management Techniques

Security Vulnerability

Audits /| | Assessments ;,-"'Data Backup and Recovery Plans



SCADA & Smart Grid (IT-OCSVM)

Security Management Platform
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AvOBsvtikonoinon

MpaKTKEC AUOELC:

Multi-Fact®r AuthenticatiZn (MFA): Evepyomoinon
rtawvtov (email, VPN, cloud apps, ERP, CRM).

BlasswlRlrd Managers: YioB€tnon OLaxelplotwv KwOLKWV
(rt.x. 1Password, Blitwarden, LastPass).

MoAttikn ARéENC Kwdikwv: Avavewon kaBe 90 pepec

Anodpuyn Kowwv Kwdikwv: Evtomiopoc pe epyaleio
onwc¢ to Have | Been Pwned BPI.

Change Password Alert
You've not changed ct's default accounts (admin,operator)
password yet. For secu asons, it is recommended to change the
o password




AcdaAela ALKTUWV

MpaKTKEC AVOELC:

* Firewall ko IDS/IZS: M.x. pfSense, Fortinet, Cisco
Firepower.

o Araxwplopog Awiktuwv (Netwlirk Segmentatin):
=exwploto VLEN yia entiokentec, 1oT, servers.

 VEN ywa anopoakpuopévn npoofaocn: OpenVPN,
WireGuard, n epnoplkec AUOELC.

* Netwlrk MEnitBring: AUoelc ontwc Zabbix, Nagios,
n commercial (BlienVault, Datadog).



Kiwvntéc ZUOGKEUEC

MpaKTIKEC AUOELC:

 MBbile Device Management (MDM):
Microsoft Intune, Jamf

« BYOD [Elicies: Opla xprnong mnPOOWTILKWY
OUOKEUWV.

 Kpunttoypadnon & RembBte Wipe: 3¢
NEPLTTWON AMWAELOLC.

 M@bile Blhreat Defense: Lookout, Zimperium



EndpBllint Security (2Cs, Lapt2ps,
Servers)

MpaKTKEC AUGCELC:
 EDR/XDR Aoywopkd: Crowdstrike, SentinelOne,
Microsoft Defender for Bindpoint.

e (O evtomopog Kal omokplon  TeEAlkoU  onueiov  (ADR) ko
0 EKTETAUEVOC EVTOTILOUOC Kol artokplon (XDR))

* Meproplopéva Awkatwpato Xpnotwv: OL XpNOTEC
va 1NV €xouv Skawpota administrators.

* ApplicatiZn Whitelisting: Na sktelovvtal povo
EVKEKPLLLEVOL TTPOYPAUMUOTAL.

* Autl? Updates / Blatch Management: WSUS, PDQ
Deploy, N peow RMM AoyLopikwv.



Eknaidevon Npocwnikou

MPpaKTIKEC AUOELC:

* Taktuka WERrkshEps & Simulatins: Phishing
tests, awareness training.

 Kavoviopot Aodaldeiac: Opatol, euAnmrol,
UTTOYEYPOLULEVOL OTTO TOUC EpYAlOUEVOUC.

* Evnuépwon yia Scams: EBSopadiaio/pnviaia
email LLE npoodata nopadelypata
eTLOECEWV.



Awaxeiplon ZupBaviwyv

MpaKTlkEC AVOELC:
* Incident RespBInse Blan (IRR): Zadec mAavo pe
POAOUC, ETILKOWVWVLEC, EVEPYELEC.

* Rlabletllp Exercises: Mpoocopolwon emBEcewV yLa
eéaoknon opadwv IT/HR/voulkwv.

* Backups — pe otpatnykn 3-2-1: 3 avtiypada, 2
ueoa, 1 offsite/offline.

* SIEM/LRg MBEnitBring: Graylog, BILK Stack,
Splunk, Microsoft Sentinel.



Neec mpoodpePOUEVEC AUCELC
Ao etopelec otnv EAAada & BIU

* NIS2, GDPR cEimpliance

* LastingAsset = mAaotonpoownio LEOW
tnAedwvou

* Mapoxn untnpeocwwv Honeypot as a Service
* NMapoyxn vntnpectwyv SOC as a service
* SOC with LLM - Mpoypappoa HE iSOCaas

* Cyber Risk Radar 2>
https://cyberiskradar.c@m/




AvaAuvon aneltAwv Kot pLoKwV

Threat Frequency Financial Severity

How often businesses across the UK experience these threats Understand which cyber threat should take priority

Phishing

Phishing Attacks critical

Malware | Malware high

Online Banking Attacks .
niine Banking : Online Bank Attacks moderate

Account Compromise moderate

Denial of Service (DDoS) Denial of S . (DD S) |
nial or Service 0 -_—— ow

Ransomware
Ransomware == low

0% 20% 40% 60% 80% 100%
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MAaiolo A¢loAoynonc QpLuotnTog

"Plssential CyberSecurity Requirements”

O 5. Full Risk
Based, CEIst-

(‘b-sliefctlve Benefit Balance
8-3 DevelZped indicat@rs and
(ImplementatiZ meafurable
n Bf rules, results)
s 2. Basic standards and
(systematic - g@Rd practices)
structured
treatment)
a"l Initial
(ad-hzlc,
reactive)

Maturity
Levels (0-5)



KuokAoc KuBepvoaodaAeiog

1. 2xedloopoC
2. YAomownon

3. A&lohoynon
— Eowtepikn (Self-Blssessment)
— E&wtepikn (Outsourcing)

4. AlopBwon / EmavarnpoodLloplopoc



zuotnpa avixvevonc stofoAwv pe Al

Capturing traffic
network using tcpdump

Raw Data

¢Python parser

CSV files formatted for
OCSVM

Selection of features

Java Basics

Data preprocessing

Waikato Environment for
Knowledge Analysis (Weka)
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Java

Inputs parameters

Call/ implement
appropriate methods

Aggregating and

Create alerts fusing the alerts

Preprocessing of the data
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Transformation of the data
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JUMUTEPACHLOTOL

* H texvntn vonuoouvn dEpveL pLULKEC AAAAYEC OTOV
TpoTo Tou aAAnAosmibpolpe pe TNV TEXVOAOYLQ,
LE BETIKEC AAAQ KOl OPVNTLKEC OUVETIELEC

e OL €TOLPELEC TIPETIEL VAL ELVAL TIPOETOLUOAOUEVEC VLa
VO OLVTLULETWTTLoOOUV KUBepvoeTIBeoELC

* [Ipotelvetal va OnuoupynBel Evac TOomKOC GopEDC
NTOLPOXNC UTNPECLWV AOPAAELOC OE CUUTIPAEN TOU
TTOLVETILOTA LoV OgcoaAlog KoL TOTILKWY GOPEWV KoL
etalpelwv (Cybersecurity One stlp shBEp f2r
Plhessaly)
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